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Introduction

Ransomware continues to wreak havoc on organizations of all sizes, often forcing a lose-lose decision between paying
a ransom or losing untenable amounts of data. The ability to detect ransomware quickly, and take action mid-attack,
remains a key part of any multi-faceted defense-in-depth security strategy.

Zerto, a Hewlett Packard Enterprise company, uses an innovative approach to ransomware detection based on a real-
time Encryption Analyzer that can give one of the earliest warnings that the detonation phase of a ransomware attack
has started. The Encryption Analyzer was co-developed with HPE in 2021, extensively tested and improved before GA

in APl-only mode in 2022 with Zerto 9.7, and then added to the Zerto GUI and fully launched in 2023 with Zerto 10.0.

This whitepaper describes how the Encryption Analyzer works, how it compares to alternatives and where it
outperforms them, and recommendations for using Zerto’s inline detection features in production environments.

Options for Detecting Ransomware

Ransomware detection has historically relied on three major approaches spanning both direct and indirect methods.
The first approach is signature-based and is a direct method that uses malware definitions to scan for known variants.
It has the advantage of generating relatively few false positives—since this approach is not based on inference,
confidence levels can be high when a variant is detected. The downside is that a library of ransomware definitions
must be created and kept up to date. As malware evolves, it can be challenging to keep up; by very definition, this
approach is always playing catch-up to threat actors. This is especially true with “polymorphic ransomware,” such as
VirLock, that changes shape or how it presents itself—a moving target for more rigid detection mechanisms.

A second common approach, also categorized as direct, uses “honeypots” to lure attackers into unexpectedly
revealing themselves. By setting traps throughout IT environments, ransomware can be detected when they stumble
into those traps—rather than infecting or encrypting a real server, the ransomware has instead tripped an alarm

so that immediate action can be taken. Unfortunately, ransomware variants are not always so easily fooled and

can sidestep the limited frame of focus inherent to honeypots. This approach also requires keeping up with attack
strategies in a way similar to the first method. If the honeypots are not laid out adequately or extensively enough, the
bait may not be enough to catch/trap sophisticated or widespread attacks.

The third approach, while indirect, is among the most common. This approach is sometimes termed “signatureless”
and is anomaly- or pattern-based. It relies on any number of signals—often called indicators of compromise (I0Cs)—
that may mean malware is lurking or an attack is underway. The signals used can greatly vary depending on the
vendor and solution; examples include:

« Suspicious elevation of privileges on a user account

» Unexpected logins from an unusual geography

» Sudden surge in CPU usage

« Deviations in I/O patterns or network traffic

« Anomalous encryption events

This latter approach is the one Zerto is using: assessing data patterns and analyzing entropy to detect unusual
encryption that may indicate the locking phase of a ransomware attack has begun.
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Comparison to Other Anomaly-Based Detection

The breadth and variety of I0Cs makes anomaly detection a popular approach. Many of the vendors developing these
solutions are purpose-built data security or cybersecurity companies who can detect ransomware quickly and with
high degrees of confidence. These solutions are a key part of any well-rounded security stack. Unfortunately, these
strong solutions are decoupled from recovery, a key phase in mitigating and responding to ransomware. Restoring
good, clean data is essential to getting back to business as usual.

The result has been a move from data protection vendors, who specialize in recovery, to focus on detection as well.
The combination of a traditional security practice with a traditional protection practice enables enterprises to realize
the best of both domains.

However, Zerto’s approach to real-time encryption detection (RED) is unique among data protection vendors. This

is because the Zerto Encryption Analyzer is built on a foundation of continuous data protection (CDP), a technology
widely considered, even by our competitors, to be the best way to reduce data loss and downtime. Zerto’s proprietary
CDP engine has been battle-tested and proven at scale, resulting in thousands of customers achieving RPOs of
seconds whether protecting 70 or 700 VMs—or even 7,000 VMs simultaneously.

CDP is essential to recovery, but this foundation of block-based (not file-based), hypervisor-level replication unlocks
five primary benefits for encryption detection as well, including:

1. Real-time: Zerto’s always-on, near-synchronous replication engine unlocks the ability to analyze data on a
virtually real-time basis with high degrees of granularity. Users no longer need to wait until a backup is run—
or worse, wait until the backup window ends—in order to start scanning. Unfortunately, a periodic approach
also means the dataset being analyzed will always be dramatically larger than real-time block inspection—
increasing the detection time even further. Instead, Zerto enables IT and SecOps teams to take action mid-
attack as malicious encryption is happening. The result is dramatically less data loss and faster time to begin
recovery & remediation and get back to business as usual. Refer to the case study callout below to learn more
about how real-time detection could play out in an average attack.

2. Agnostic: Secondly, Zerto is completely indifferent to the type of file being encrypted. Detectors that aren’t
block-based must often make assumptions about the type of data to look for or the type of encoding. Some
alternative scanning solutions even require specific file formats,
such as their proprietary backup format, in order to function. Zerto’s
agnostic insights are an advantage here: the Encryption Analyzer is
inspecting, assessing, and dynamically adjusting as the I/O comes
in regardless of what the data is, how it’s encoded, how large it is, or
where it’s coming from.

“Zerto will play a key role in
delivering effective data protection
and disaster recovery in an
environment of increased cyber

3. Relative: Another key piece to Zerto’s real-time detection is that threats. Its real-time ransomware

it’s constantly adjusting to the ever-changing conditions of the
environment. A continuous, moving training period helps Zerto
learn what normal write patterns are to hone in on what may be
anomalous and what may be expected encryption. The Encryption
Analyzer is dynamically adaptive—it does not make assumptions
about the digital estate and does not need manual updating based
on new or different environmental variables. Furthermore, if a false
positive does occur and IT has validated that all is well, the training
period restarts to ensure it’s as up to date as possible and doesn’t
rely on data models that don’t reflect

current realities.

detection puts us in a much stronger
position to both identify and
mitigate ransomware attacks. This
gives us confidence that we can
proactively meet the risks presented
by ransomware and achieve the
business goals we have in place.”

Network admin at
manufacturing customer
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4. Agentless: Like with Zerto’s real-time replication, real-time detection does not use any agents on protected
VMs. This has two benefits during normal operations: first, it reduces management and admin overhead
since agents do not have to be installed, configured, updated, or otherwise maintained; secondly, it improves
performance by ensuring Zerto consumes no overhead on each protected server. More critically, an agentless
solution delivers a key advantage during an attack: without an agent, there is no Zerto component/service on a
VM that can be disabled or hijacked by threat actors. Ransomware, such as Conti and others, commonly scans
infected machines to find security and backup agents and disable them.

5. Lightweight: The block-level, real-time nature of the Encryption Analyzer means there are very light
infrastructure requirements. There are no additional components to deploy and configure—Zerto uses the
existing Virtual Replication Appliances (VRAs) and Zerto Virtual Managers (ZVMs) that are required for normal
CDP. The burden of the inspection and analysis, as detailed out later in this paper, fall to the VRA, but the
overhead here is negligible: less than 3 MB of memory needed per volume, with a total per-VRA maximum
of 10% of memory and more typical usage in the 3-5% range. Encryption analyses also do not interfere with
normal replication. Under high write rate or infrastructure bottleneck, if an I/O cannot be both analyzed and
replicated, it will be dropped from the analysis pool to prioritize replication. One of the key results is that
repeated performance tests have shown no statistically significant drop in the maximum 1/0 that a VRA can
handle.

Lastly, although not specific to CDP-based detection, the Encryption Analyzer carries a sixth and final differentiator:
API-first. That is, the analyses and metrics that Zerto uses are also exposed via our open REST, Swagger-based API to
enable integration with an organization’s larger security stack. Many alternatives to Zerto lock their detection inside a
black box so that all reporting and analysis is unavailable outside of the solution. Unfortunately, this makes IT teams
wholly reliant on the vendor rather than enabling each business to customize the solution, integrate with others, or
apply existing workflows (e.g. in-house Al/ML tooling) to the detection dataset. More on Zerto’s detection APl is
covered later on this paper.

CASE STUDY: WHY REAL-TIME DETECTION MATTERS

Real-time encryption detection can help minimize the scale or blast radius of ransomware’s impact phase. Some businesses may
misunderstand how much and how fast ransomware typically encrypts, but the numbers tell the story.

An internal analysis of 116 globally diverse ransomware attacks, spanning 43 different ransomware variants, uncovered

that a median dataset of 183.5 GB was compromised. A separate study from Splunk, An Empirically Comparative Analysis of
Ransomware Binaries, found the average ransomware can encrypt a gigabyte of data in 47.7 seconds. This means in a typical
attack, the full encryption detonation would be estimated to take 2 hours and 26 minutes.

Unfortunately, waiting for a nightly backup to run and then scanning those copies means the average ransomware has already
finished encrypting the entire dataset 12 or 24 hours beforehand—in a race against time, the attackers are miles down the road
before there’d be any alerts that there’s an issue.

Zerto, on the other hand, can detect and alert within seconds. If detected within 15 seconds, for example, not only is the average
ransomware not finished encrypting, it would’ve only managed to encrypt about 300 MB out of the 183.5 GB—about a 99.8%
savings in amount of locked data.

The sooner you can detect, the sooner you can take action: that’s why real-time encryption detection has real-world
ramifications.
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How It Works

The Encryption Analyzer works in three main phases: Collection, Inspection, and Reaction (CIR). Together the CIR
process makes up the combined real-time encryption detection in Zerto.

Collection

In the Collection phase, Zerto Virtual Replication Appliances (VRAs) copy
every 1/0 to an in-memory buffer. When the buffer has enough data to

- . . . “Our IT systems are at the heart
perform meaningful analysis, then the 2nd phase, Inspection, begins.

. . . . . of our services, so protecting
The Collection phase includes a moving training period for each volume

of each VM being protected with Zerto—these training periods are
independent of each other so that if one is reset (see below), others are

our systems and the data of our
individuals with Zerto is vital.

.. . . . L. We recently tested Zerto 10 and
not affected. Training for a volume is paused if there is no replication and . .
dwh h . i . believe that real-time ransomware
resumed when there is traffic again. detection with help us deliver even

To avoid performance impact, data writes are collected prior to being greater protection from cyber
compressed as well as prior to replication since it is the source VRA, not threats.”
target VRA, performing the encryption detection using the CIR process. IT director at healthcare customer

Lastly, as noted earlier, keep in mind that replication performance will
never be impeded because of the Collection phase. If there are not
sufficient resources to both collect a sample for analysis and perform
continuous replication to the target site, Zerto will always prioritize
replication and drop 1/0s from the collection buffer as needed. Zerto will
also not assess any self-generated I/0 and only collect replication I/Os
from protected VMs.

Inspection

The Inspection phase takes place on the Zerto Virtual Manager (ZVM) and uses two proprietary, patent-pending
algorithms in concert together to analyze the sample buffer previously collected. The two algorithms can be
nicknamed RED-C and RED-E for ease of reference. RED-C uses a cumulative sum (CuSum) test for randomness, while
the RED-E algorithm assesses the entropy of the sample dataset. Both cycle through the collected data simultaneously
in tranches of 21 MB.

By tackling encryption analysis from multiple perspectives, Zerto can increase the odds of accurate detection and
reduce false positives. RED-E, in particular, is unique in the data protection space because it measures relative
entropy by continuously adapting to the incoming data patterns. This means RED-E uses dynamic thresholds that
are independent of the type of data being written, whether text, images, binaries, etc. This is critical since Base64
encoding is a popular method ransomware, such as the Big Head variant, can use to spoof low entropy. Zerto’s
innovations with RED-E combat this by detecting regardless of whether a binary-to-text encoding scheme has been
used by the malware. The inspection process is also effective regardless of the encryption technique, whether AES,
ChaCha20, Salsa20, and so on.

From the two algorithms together, Zerto assesses both the level of confidence that an encryption event is expected
or anomalous, as well as the level of severity. To ensure production-readiness, these RED algorithms have also

been successfully stress-tested against multiple ransomware variants, including ones like Thanos, Cerber, DarkSide,
and more.
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Reaction
The Reaction phase is the culmination of the CIR process. It has three main parts: alerting, tagging, and user response.
1. Zerto generates alert ENC0001 if the RED-E algorithm detects anomalous encryption and/or if RED-E and RED-C

both detect it. An alert is not generated if only RED-C flags the encryption and RED-E does not. The alert is
available via GUI and API and includes which volume, VM, and Virtual Protection Group (VPG) are affected.

Monitoring [El No running tasks LA 1 Alert =
0 ALERTS EVENTS E Tasks
1 | Active alerts 4 Events (in last 24 hours) No running tasks
a
Q Display Acknowledged Alerts LR
AlertID Entity Site ... RN e have detected an abnormal encryption Description

behavior around VPG: File Server. This affects

ENCO0001 ENCRYPTIO... Prod USRS  the following virtual machines: FileServer01 and We have detected an abnormal encryption behavior around VPG: ...
the following volumes: [nfs-left-prod01]
FileServer01-1/FileServer01-1.vmdk.

2. Concurrently with alerting, Zerto sets the VPG State to “Potential Encryption Event” and tags journal
checkpoints in two places: both the time the encryption was detected and the last checkpoint prior to
detection that is suspected to be clean—i.e. the checkpoint most likely to be the best candidate to use for
recovery. The journal is tagged regardless of which algorithm detects the anomaly; for example, if RED-C
detects but RED-E does not consider it anomalous, no alert will be issued (see above) but a journal checkpoint
will be tagged.

Encryption & Repository il Journal 09/11/2023 ] C
Point in Time 4 Source Type Name
September 11, 2023 4:34:44 PM Il Journal Tagged Suspicious Encryption Activity
September 11, 2023 4:33:54 PM Il Journal Tagged Suspicious Encryption Activity - Clean C...
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3. Lastly, user response is required to either validate or invalidate the detection event. By design, Zerto does not
automatically take action on a VPG in response to detection; e.g. Zerto will not automatically pause replication,
change journal hard limit, disconnect NICs, etc. Given the chances of a false positive (even if low) and the complex,
multi-faceted nature of a ransomware attack, automatic intervention would be too disruptive for Zerto to execute
without user input first. However, these containment and remediation steps can be scripted if so desired and thus
be more tailored to each organization’s own security processes rather than be vendor-imposed.

Use the Zerto APl or the VPGs pane in the ZVM GUI to clear the ENC0001 encryption alert; dismissal is done on a
per-VPG basis, not for the overall site. Dismissing an alert removes the journal tags, resets the training period,
and clears the 1/0 collection buffer. It is recommended to clear the alerts only after they have been correlated
with other solutions in the security stack, such as tools for observability, network monitoring, etc.

VPG State Actual RPO Operation

f

G 5eC

Potential Encryption Event.. ! Dismiss Event
3 sec

Dismiss

3 58c

The last part of the Reaction phase is user-initiated as well: recovery and restore of encrypted files, folders, and VMs.
Zerto has three key recovery options for these scenarios: file restore, VM restore, or full failover of one or more VMs
or applications. A fourth disaster recovery (DR) option, the move operation, should not be used for cyber recovery
because it will always give an RPO of zero and does not allow selection of a clean recovery point farther back in time.
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Using the Detection API

Zerto’s API-first development approach applies to the real-time encryption detection features as well. By not locking
away the detection analyses, organizations can enhance their defense-in-depth capabilities by integrating Zerto
with existing cybersecurity solutions. Since we’re not using a closed black box—where customers have no access to
detection data—Zerto’s unique block-level detection can be combined with other solutions, such as EDRs, SIEMs,
SOARs, or Al/ML toolsets.

More information on Zerto’s APIs can be found in this technical whitepaper.

Zerto provides seven APl endpoints for the Encryption Analyzer:

Endpoint Description

Get a list of volumes that are suspected to have an

GET /vl/encryptionDetection/suspected/volumes encryption event

. . ist of VMs th h
GET /vl/encryptionDetection/suspected/vms Geta lls.t ° s that are suspected to have an

encryption event

. . Get a list of VPGs that are suspected to have an
GET /vl/encryptionDetection/suspected/vpgs encryption event
GET /vl/encryptionDetection/metrics/volumes Get a list of volumes with encryption data
GET /vl/encryptionDetection/metrics/vms Get a list of VMs with encryption data
GET /v1l/encryptionDetection/metrics/vpgs Get a list of VPGs with encryption data

. . - Dismiss encryption event (resolve alert, clear
POST /vl/encryptionDetection/dismissEvent

tagged checkpoint)

More details, including full Swagger documentation, are available here.

An example of what’s possible with Zerto’s APl is freely available on GitHub. Known as the Zerto Resilience
Observation Console (zROC), this open source project uses Prometheus and Grafana to visualize a number of
Zerto metrics, including for encryption detection.
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Considerations and Limitations

1. The Encryption Analyzer requires a Zerto Virtual Manager Appliance (ZVMA) running Zerto 9.7 or higher;
Zerto 10 is strongly recommended.

2. AVM must be protected via a VPG in order for the Encryption Analyzer to inspect & assess its writes.

3. To avoid dropped I/0s during the collection phase, ensure VRAs are not sized lower than the minimum
requirements outlined in Zerto Technical Documentation.

4. Since VRAs transmit their RED metrics to the ZVM, the training period will reset for all volumes if the ZVM is
rebooted, but not if a VRA is rebooted.

5. The Encryption Analyzer is currently only available with Zerto for VMware vSphere, including VMware on public
cloud, and is not yet available for Zerto on Microsoft Azure or Amazon Web Services. The vSphere version must
be currently supported by Zerto as outlined in the Interoperability Matrix.

6. The Encryption Analyzer is enabled by default, but this can be toggled on or off via the ZVM GUI under Site
Settings > Encryption Detection.
Site Settings @ b3

@ siteInformation Encryption Detection

€7 Throttling Encryption Analyzer
Policies ® Note

Zerto's Encryption Analyzer uses real-time inspection of protected VMs' writes to
@ Encryption Detection identify anomalous encryption activity.

When higher or irregular amounts of encrypted traffic are detected, Zerto will
issue an alert so administrators can assess whether the anomalies are expected
behavior or could be indicators of compromise from malware.

£ Workload Automation

1 Email ; ; : E -
Zerto will automatically tag checkpoints in the Zerto journal to assist with
identifying which recovery points were created before the anomaly and which

@ Reports came after.

55 Compatibility

@ Cloud
' Login

More information on Zerto for ransomware resilience, including additional recommendations and considerations,
is available in this whitepaper.

Ready to see real-time encryption detection in action? Try a free hands-on lab to experience protecting, detecting,
and recovering from ransomware in live Zerto deployment. Get started at www.zerto.com/labs.

Get Started

About Zerto

Zerto, a Hewlett Packard Enterprise company, empowers customers to run an always-on business by simplifying the protection,
recovery, and mobility of on-premises and cloud applications. Zerto eliminates the risk and complexity of modernization and cloud
adoption across private, public, and hybrid deployments. The simple, software-only solution uses continuous data protection

at scale to solve for ransomware resilience, disaster recovery, and multi-cloud mobility. Zerto is'trusted by over 9,500 customers
globally and is powering offerings for Amazon, Google, IBM, Microsoft, and Oracle and more than 350 managed service providers.
www.zerto.com

Copyright 2024 Zerto. All information may be subject to change.
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