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Newsletter Article 

Secure Information-Sharing Architecture, Part 2: 
What Communities of Interest Need to Confidently 
Share Storage 

By Chris Shenefiel, Federal Government Industry Solutions Manager, Cisco 

In the previous issue of this newsletter, we introduced the Cisco Secure Information-Sharing 
Architecture (SISA) and discussed one of its four layers: access control services. This article 
discusses another of the four layers: data protection services. 

The Secure Information-Sharing Architecture (SISA) facilitates collaboration within a community  
of interest. It does this by enabling members to dynamically share information when the need 
arises, with the assurance that their information is protected and is only made available on a  
need-to-know-basis. The basic approach is to consolidate previously separate networks into a 
common, cost-effective infrastructure that maintains the security of independent networks. 

Special precautions are needed for communities of interest to securely share the same storage. 
Specifically, members need assurance that: 

● Each partner’s information remains secure as it travels over the storage area network (SAN) 

● Each partner’s data remains separate from other partners’ data, even on shared  
storage media 

● Unauthorized users cannot view or copy files stored on shared workstations 
 
One of the four layers of SISA (the other three are access control, content protection, and 
watchdog services), data protection services addresses all three requirements. 

Protecting Data in Transit To and From Shared Storage  

When communities of interest share a physical SAN infrastructure, they can nevertheless keep 
their own traffic separate as it travels in and out of storage. Cisco MDS 9000 Series director 
switches support multiple virtual SANs (VSANs) on the same physical SAN fabric. Each agency or 
major application, for example, can have its own private VSAN, with its own encryption key, quality 
of service, security policies, and management functions. Employees can only connect to their own 
agency’s VSAN, even though other agencies share the same physical SAN. 

Protecting Data at Rest on Shared Storage 

Within the SISA, data is protected in shared storage with Decru DataFort storage security 
appliances, which compartmentalize stored data in cryptographic vaults on EMC storage arrays. 
The cryptographic vaults protect data from unauthorized users and administrators and also prevent 
stored data from accidental or intentional alteration. 

http://www.cisco.com/web/strategy/docs/gov/SISA.pdf
http://www.cisco.com/web/strategy/docs/gov/SISA.pdf
http://www.cisco.com/web/strategy/docs/gov/AccessControl.pdf
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Protecting Data on Workstations  

Agencies that share workstations can keep files on the hard disk private in two ways. One is using 
Cisco Security Agent to disallow actions such as saving files on removable media or copying them 
across the network. Another is using third-party digital rights management solutions to control file 
access (number of views, length of views), altering, sharing, copying, printing, and saving. SISA 
integrates Microsoft’s Digital Rights Management Services and, when combined with partner rights 
management tools from Titus Labs and Liquid Machines, files are “watermarked” with classification 
and rights access information that follow and control file access no matter where the file goes. 

Security Certifications 

SISA components meet federal security requirements: 

● Cisco MDS 9000 Series director switches are undergoing NIST evaluation 
(http://niap.nist.gov/cc-scheme/in_evaluation.html#c) for EAL 3.  

● Decru DataFort has received FIPS 140-2 Level 3 certification, NIST certification for AES and 
Secure Hash Algorithm (SHA) encryption, and DoD 5015.2 certification, and is currently 
underway with National Information Assurance Partnership (NIAP)/Common Criteria  
EAL-4+ certification.  

For more information on the Cisco SISA, visit: http://www.cisco.com/go/sisa. 
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